Sanltlzed Copy Approved for Release 2010/08/17 CIA-RDP84- 00499R000800070030 9

S~ Bo

22 Decomber 1948

25 YEAR RE-REVIEW

ITRLOANDUM 1O THE DIRECTOR

Subject: Communications Support for 050 Future Program
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Z.  INHTAODUCTION

Ao The Cowmunicabions Division has made a review of its present
position and assessed its requirements as a result of a tabulation
of 030 operational commitments, present, pending and future as out-
lined in COPS memorandum of 8 November 1948 (Attachment A).

3, It must be understood that the, developndht of 030 operations
is directly dependent upon the adequate functioning of the Communica-
tions Division, Therefore, a thorough re-examination of the Communi. -
cations ﬁ/o and facilities is essentlal at this time.

Ce Section II which follows lists considerations essential to
providing satisfactory communications to intelligence operations,
Sectionms III, IV, and V outline a program together with personnel
and equipnent requlreveuts to meet present, pending and future
comnitments. In considering personnel figures given, it should
be noted that supply considerations have been completely omitted,

~ Do The following program is recommended for your close study
and early approval.

Y. As the first step in implementing this program, pending
forimulation of a revised 1/0 it is recommended that epproval
be granted to recruit personnel to bring the Communications Divi-
25X1 sion to the full strensth of its T/0 of personnel previously

. sutiorized, These positions can be recruited against immediately,
since JODS have been esbablished om this T/0 with the Civil Service
Commission., This will permit the quickest possible action towards
meeting requirements as outlined,
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5:CTION IT. SITUATION

e PHUSENT STATUS OF THE COMMUNICATIONS DIVISION

The Commmications Division 1s now actively serving all offices of
CIi, but is operating under a table of orgenlzation cut back from that
represented by the approved jobs. This table of organization has never
been filled by personnel actually on duty, and for some months, the total
mumber of persomnel has been steadily decreasings For example, in July
1948, there were|  |people on duty as compared to| | on duty at this
time, with en authorized table of orgenization of slots, departmental
end cverseass The present table of organizetion, in certain key functions,
fails to meot the situation which has arisen due to the ever increasing
demands of 0S0 as well as the expeanding requirements made of the Division
by other offices in CIA. As a result, the Division is not ublie to moet
the demands now being made on it. Some existing commitments are not
being met adequately and some few are not being met at all. As a con~
sequence, it hws been necessary: 4

1, To close or suspend the operation of certain radio gtatlions
in Latin America and the M ddle East.‘

2. To allow the communications complemant[::::::::::}to decline,
Of nine radiomen on the table of organization, seven are on
duty, but six of these are dus to return to the U. S. in the

- summer of 1949 end there is only one repls cement in sight.

3e To permit the personnsl on duby in the Far East to remain
inadequate.

4, To amvoid ell commitments for IDY on the part of communications
" officers Yo coordinate and lay on covert operations in the
Far Baste

5 To suspend field inspection and coordination trips on the
part of crypto control, radio, and engineering officers.

6e To assign additional duties and responsibilities to staff
officers to such en extent that it is physically impossible
for them to handle the increased worke

7e¢ To greatly reduce the educational briefing program for 0S0O
operational persomnnel who are not normally scheduled for
the regular communications training courses, bub who should
have an understanding of covert communications problems and
methods.

8. To reduce the liaison functions with State, Army, and Navy
' Departments on crypto and electronic developments and with
the Research and Development Board on electronic developmente
o / o
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To reduce the crypto development program to the barest
minimam,

10+ To undertake only the highest priority projects for

development of electronie apparatus.

1l. To greatly reduce any extensive future planning in all

fields of communications including disaster planning, eto.

Be PRESEINT COMMITHMENTS:

1.

Commitments to 080: The commltment to 0S80 includes serving over

| |separate 030 St&ff crypto links of all degrees of communications

COVere

This involves the processing of over 400,000 groups of crypto

Jraffic a monthe In addition there are functions involving electronic
‘and cryptographic assistance for activities not closely connected with
normal 0SO operations. Mejor items in this category ars the continuation
of the Latin Americen snd Middle Eastern radio nets.

2o

Services to CIA, NON=-OSQ Offices:

as The cormitment of the Communications Division to oq/b involves
the establishment, ce, and control of cryptographic
communications fo;[ﬁfﬁfﬁfﬁﬁgroposed 00/¢ domestic stations,

five of which are now in operation. This comnitment neces-
sitates arranging for traffic routing, installation, engineer-
ing, and maintenance of equipment, provision of securs crypto-
graphic devices and systems, the training of 00/C persommel

in cryptography and communications security, and the security
control of all eryptographic traffic exchanged on OQ/C crypto=
graphic links. .

be The present commitment to 00/FBIB, which includes genseral
engineering, consultation, special laboratory projects, and
the installavion, engineering and maintenance of equipment,
plus essistence in traffic routing, is expected to be
increased. A memorandum is now being prepared for submission
to the Director for approvel which requests establishin
cryptographic communications betwesn FBIB and thelr[:::fi:]
field offices. This will necessitate the provision of
cryptographic systems and new instructional documents for
their operation, plus the training of FBIB field personnel

in crypbography snd communlcat1ons security. This training
program for PBIB will require considerable tims ‘because of

"/,“
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the geography involved and the fact that the persomnel to
be trained in most cases are already in the field. The
provision of the crypbographic communications will also
necessltate new arrangements for the routing of the
cryptographic traffic, the installation, maintenance of
cryptographic devices and equipment, and the security
control of all the cryptographic traffic. It will also in-
¢reoase the work of the Washington Sipnal Center.

c¢. The commitment to the Director and the Directort's
Stalf for domestic Inter-Office end Inter-Agency communi-
cations has expanded and now involves six local cryptogra-
phic links with approximately three more anticipated
within the next six months. In conjunction with this

is the provision of cryptographic systems, installatlons,
engineering and maintenance of equlpment énd the’ traln-
ing of personnel to operate the systems and devices.

- de The commitmsnt to Personnel,Supply, etc. for handling
all domestic plain text tels grams.

s, The commitments to be made to OPC are still in the
planning stages, and will be the subject of a subsequent
moemorandumn, t 1s known that they will c2ll for additbnal
training facilities in radio, cryptography, and sound and

5 surveillance, and additional signal center services to an

? extent ag yel unknowne. Certain services have already been : ‘
25X1 provided such as the[:%::;:}Project which requires engineer~ -

; ing services, and the Washington Signal Centerlms also been .
providing OPC with limited services.

g

Cs CONDITIONS

1, Special Conditions: From the Communications point of view, all
operational plens present several special circumstances requiring special
provigiocass:

a+ The areas of activity are widely scattered and nationali-
ties and langueges are numerous and the adjacent safe areas
are both scattered and uncertain. It is clear, therefors,
that communications will be called upon:

1 (1) To provide a relatively large number of bases in

scattersd, and not altogether predictable locations.

To meet this demand, it i1s proposed ascsoon as pere =
sonnel becomes availsble to initiate a combined

program of best guesses on safe areas for bazes plus

airborne bases available for unpredictable locationz. _ :

i
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2) - To provide sbout four standard types of radio
toetions, ranging in size from one type ussful for a
arge and secwre agent station (redoubt or super=
maquis conditions) or small staff statiom, up to

a type suitable for small agent controlled base,.

(
1

(3) To provide an unusually extensive net for staff
communications.

(4) To provide a large volume of cryptographic systems,
some sultable for staff cammunications and others of a
highly speecialized nature which will be appropriste for
the many difforent types of operations and which can be
securely issued to either controlled or non-controlled
groups. These special systems and their related opera-
ting instructions must be hand-tailored to meet the
security requirements of each particular operation and
mst be translated into appropriate lenpgusges, with
langusgze Conversion Tables prepared when necessary.

{5) To lsy on the groundwork for possible manufacture
of cryptogrephic material if presemt sources of supply
are cut off.

25X1
(8) To develop special electronic equipment which would
-be applicable to highly special needs for which 1%
3 would be used in either agent or staff communications.
25X1
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b. The digtances over which clandestine communicabions will be
waintained will normally be at least twice the distances handled
by agent type eguipment in World War II. We must, thereforse,
design new equipments. This condition has been anticipated and
at loast 257 of the designs have becn completed end some of

the new units are in production.

¢« Very large proporitions of the proposed clrcuits are to be
activated only after sn indefinite perioed of time and many are
to be operated by opsrators who camiot be directly trained by
us and often not even briefed directlys. These factors add
enormously to both the importance of training, briefing, and
coordination and the difficulty of these activities. No steps
have so far been teken to mset this situation, -

2. Factors Governing Establishment of Intelligence Communicabions:
o :

s. Each radio station must be fully staffed not only by a sufficient
number of radio operator-technicilans who can cover all circuits snd
conbects; including emergency schedules, but by a sufficient number
of maintenance personnsle.

b. Sufficient electronic equipment must be stock-piled to be readily
aveilable for transport to all radio sbations, This includes spare
parts, equipment, and accessorles (the latter being the most essen~-
tial and most labor consuming), as well as complete sets of all
items, )

ce All electronic equipment that is received must be thoroughly
tested, and modified when necessary, so that it will adequately
meet the specific needs and conditions under which it will be
issued and used.

de The time required for the training *” radio operator-techniciens
for staff communications work is an important factor. Experienced
and competent amateur radio cmrators can be trained on an average
of from six months to one year. TFormer military and commercial
operators require more training, while a raw recruit with no ox=
perience but with the proper aptitude will require one to two
years of training, usually for security reasons, in segregated
groups. After school training is completed, on-the-job training
up to one year is necessary before the operator can handle his

own stabion. After a radio operator has received full training
and several months practical expsrience, it will require approx-
imately two months for him to become familiar with the basic

type signsl plans employed for the various projectse.
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e Azent radio training must generally, for 'security reasons,
be given individually. The difficulties of such tralaning ure ' N
increased by the lack of previous experience on the vart of ' a :
the trainse or the lack of aptitude. The average timo necded
for adequate agent radio training is one yoar.

f. Eech agent signal plan must be a hand-tailored Job that

fits the specific requiremsnts of an operation. The complexity
or simplicity of the signal plan is dependent on the type of
operation, the security factors involved, and the personnel

who will operate the agent radio. The approximate time required
for prepsring a special signal plan is two weeks for plans for
routine operations, and up to six months for operations with
complex or remots controls.

gs To develop and test a secure cryptographioc system suitable

for agent use requires an average of six months: of work by a

staff of cryptographers and crypto aides. After such a system

has been thoroughly tested and found sultable for issus, complete

instructions for 1ts basic operation must be written. Before a ) C
system 1s assigned for use, a specific communiceations plan giving
deteiled instructions to make the system adaptable to a specific
operation, must be prepared. The writing and testing of these
related instructions regquire the services of cryptographic control
officers snd aldes who are fsmiliar with the specific operation for
which it is to be issuied.

he All crypto traffic for both staff and agent commnications
must be analyzed to prevent any violabions and stereotypes which

" might compromise or endanger a particular operation or the over-

8ll cryptographic security or traffic pattern. Dus to the many

T ST TN

R o
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ke A large stockpile of cryptographic systems and related
instructions must be readily aveilable for issue, Further,
cryptographic materiel must bestored in safe locations where
it will be readily accessible for issue in the event of an
emergency or sudden.activation of either apent or staff com-
munications. An exact copy (reserve) of all material held by
the field must be stored at headquarters or elsewhere so that
it can be quickly transferred to a new base if the base is
forced for security reasons to destroy their original coples,.

1, In the cryptographic training of personnel who will work
with agent systems, the amount of time required is dependent
upon the aptitude of the persomnel end on the complexities of
the oryptographic patterns of the communications plen which is
peing useds All ggent instruction or instruction of persomnel
who will operate the base end of an agent circuit must be given
individually. Esch requires the full-time services of a crypto=-
graephic instructor for a period of from four to twelve weoks.

me To train en individual to hendle staff cryptographic communis
| catlons remires approximately four to eight weeks, For security
| roasons, this training must, in most cases, be given individually
1 as the cryptographic pattern and the system is dependent on the
| perticular operation. -Personnel of one CIA office must, in
i goneral, be trained separately from personnel *tri ned for an=-
other office, both for security reasons and differences in
basic procedurese. ' :

ne It requires approximately 15 months before an insxperienced
code clerk can sctuslly becoms competent in all hendling of
signel center activities. By "competent™ is meant a thorough
knowiedge of procedures and gcbivities plus the ability to
operate complex systems accubately with a high degree of spsede

o
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The aversge numbser of groups of cipher traffic which cen be pro=-
cessed by a code clerk during an eight-hour shift ies 1,000 to 1,500
for headgquarters, large base installetion, and from 1,£00 to 2,000
for a small overseas installstion. The sverage for the larger signal
centers is lower because of the many different systems usually used
by the signal center and time required to verlfy details pertaining
to the circult to avoid inadvertent compromise of the installetion.
It is possible for an oubtgtending code clerk to process 2,800 to
3,000 groups but it is not possible for him to kesp up the pace for
a long period of time. To cperate s twenty-four hour shift in a
signel center requires a minimum of four code clerks for each
positione.

0. Different handling and processing arrangemenfs must be made in
signal centers to sagregate staff ccmmnnlcatlons traffic/ from egent

communications traffice
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1If. PROGRAM

The proposed Communicatioms Division Program for meeting 0S0
requirerents sppears in more detail in a Practical Calendar in
Section VIX, In brief, it is to meet the "Immediate™ demends of
030 by June, 1950 on a skeleten basis, and to fill out this skelston
to a point of safety by January 1952, while also laying the ground-
work for meeting the "Pending" and "Puture" needs of 080 by January

70 do this,preparations chould be instituted to preserve cipher
security control, signal center service, equipment development, and
redio coordination over the expanding work load, whils enlarging the
redio facilities by strengthening the present base, and by a
ring of radio atati IR fads -t :
of FEurope

1

to replace thel  |base in case of evacuation, and ine

~stitubing coordinating (i.e. plenning and organizing) missions, plus

training micsions where required,
\ L also to give such support and provide such
fecilities in the Tar East as that very fluid theater may demand
et such time as any persomnel is avellsble for it,.
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PRRSONMEL REQUIREYENTS

LOST DHnEDIATHE

Personnel Selection

Seloction of specialized radio personnel for the
Comnunications Divisiorn is an unusual problem in that Come
munications demands special qualifications of its radio porson-
nel over and above the usual qualifications for radio operators
xnd techniclans. In addition, there scems to be no concene

ratcd source of this type of personnel in the U. S., the
sources being scattered in small groups in out-of-the way
towns and cities. These facts necessitate a tromendous effort
To be made in locating the persomnnel suitable for assignment
to a Communications slot,

Required for Personnel Selection: .

" Add 1. Yo.

Present
Required /0
Officers ' 3 (none )
Secretary 1 (none )

This includes one officer in charge who will be totally
responsible for development of methods of sclection, policies
concerning the technlcal selection of men, placement of person-
nel procured, reassignment of overse:  returnses, periodic
determingtion of future requirewments, snd maintenance of
proper liaison with the Personnel Divisionm through the corrvect
channels.

The other two officers will assist the officer in charge
of Personnel Selection in carrying oubt his responsibilities
plus assuming the larger part of the travel involved in

election of personnel, i.e,.;, technical interviews and admlnls—
uratﬁon of examlnatlons.

The secretary must be an efficlent clerk-stenographer with
additional administrative capabilities enabling her to have
a firm grasp of the Personnel Selection situation in the
absence of all of the above officers.

IOEDIATE (1949 )

1. [::::::]Base Station

To provids‘ ‘with personnel to operate 4
positions for one shift, 2 positions for one additional
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shift, and one position for a third shift, and with
raceiver maintenance and transmititer maintenance.

Add*l “No. Present
Required T/0

Operator Technicians 15% (& plus
: ‘ 6 blocked)
Teletype Operators 4 (nons )

Stautioned at radio station.

To operate teletype at radio
stations wiich entails handling
traffic | \

At least one operator will

be on duty on each of two shifts
scven days a weeck., Radio operator
doubles as teletype omer&tor on one
shift, A

o~

Gods Teletype Operators {(ls)f

To handle
increase in administrative and
intelligence traffic\ \

‘ ‘ In
addition, Lo absorb normal staff
traffic which has been on the increasse
and will continue to risee

2. Surveillance and Sound Service

All stations are being equipped with recording devices,
and most with surveillance equipment.

| oo

Officers (none )

| 2ed

Teehnician (none )

3, Training, Briefing amd Coordination

% Tigure based on 40 hour normal work week, but with no formel
allowance for sick and annuacheav?. Contlnued emergency

would require increased ggrgqpuL of
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Add'l No. Present
Raquired T/0

Radigfﬁraininggfficer1 1 (none)

Radic Trainine Officers - 2 (none) .
Briefing & Coordinating Officer, Radio 1 (none)
Crypto Officer 1 (1)

Covers all threge schools and all
briefing and coordinetion delegating
what duties he can to radio officer.

[

Crypto Qfficer (none )
Analysis and crypto plans. Stationed

Aide, Crypto, Distribution Clerk 1 (none)

Aide, Crypto, Distribution Clerk (Steno) 1 (none )
| |

4,

Radio Officer ’ ' 1 (none)
In charge of plans, technical contacts,,
training, and briefing.

Radio Officer 1 (none)

Deputy to above to permit travel to,
cover all four countries.

{EEWW?“?"EF
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Add 1l "Wo. Present
Required. /0
Technician 1 (none)
To assist above, but chiefly to
install and maintain sound and sur-
veillance equipment in all four
countries,
Crypto Officer ' 1 (none)

To cover all four countries for
crypto plans, training, control,

| , security, end briefing, delegating

i routine duties to radio officer where
possible,

25X1 Se Maid Base

If this base is to be ready for an unexpected enmergency,
that is, able to meet an emergency in two to six weeoks
rather than six to eighteen months, the following must
be done nows: -

(é) Fully install all equipment with antennas,
power lines, and keying lines.

(b) Test same mechanically and electrically.

(¢) Test radio functioning of station initially
to determine noise levels and peculiarities of
recoption and transmission, such tests requiring
12 months for completion under all seasonal
conditions, :

(d) Test station once ench week to check electrical
and mechanical maintenance.

‘ () Provide for service (and limited commeand) ciphers,
% end for secure storage of agent clphers,

(£) Set up a technical radio command so that in
25X1 effect radiol plans to be operated into
| this base are prepared and authorized only by this

| base. This means that the officer in charge of the
25X1 ‘ \base is in authority over the signal

i planning in Burope, especially during the period
before his base is activated. This can probably

best be accomplished initially by meking Redio Officer,
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25X1 . Jeo of | bese, and sending
25X1 _ nis deputy physically tol | As soon
i as an officer can bve nmade available, the center
' of control should be transferred to Washington. :
| 1% would be disastrous to nut the coordination of -
: all Zuropean signal plans upon a Washington officer L
who has any other duties whatsoever, The officer L
in charge wherever stationed, must be strictly a :
| field officer, not involved in Washington adminis-
tration.

R T

To -accomplish the testing and maintenance of North 'g
African base (excluding construction): ' Add 11l o, Fresent
Required . /0

Radio Officer ' 1 (none )
2§X1 Deputy %o CO{:::::::}emporarily;
Operator Techniciens . S 11% (none )

To maintain transmitters and receivers
and run one position tests at all periods
of day and ysar.

Crypto Aide 1 {(nons) =
To act as security custodian of stored ]
ciohers and to maintain limited Signal :
Center service.

Activation of this base for sn emergency is cared for

redio-wise by the presently allocated pool of operator-
technicians if this pool is filled with men actually on
duty and engaged in advenced training; and the existing -

Signal Center T/O, when filled, cen sabsorb an immediate
SMBT ZENUCY

Fiborren

Cryptographic Control, Planning, and Security Problems
i will at the moment of an emergency be extremely acute . :
and there is no extant margin of personnel., Therefore,
the Washington staff should be increased by the following,
‘ specifically earmarked for an emergency, and to be trang-
‘ ferred upon an emergency to whatever headquarters are served

25X1 by the] | bases :
| Crypto Control Officers 3 (none ) g
? " Crypto Security Aide 1. (none)

% Subject to revision based on actual physical, geographical, and
' security conditions. No provision has been made for personusl
25X1 | | If conditions permit maximum

efficiency at first base, a small crew can be detached for
<

25X1 the| | |

e A
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Situation so fluid that enalysis must differ from other
sections of this report. See Attachmoent D
Add 'l Ko, Present
Required T/0

Needed most immediately |
to salvage maximumaf present operationi

Operator Techniciens 7 (7)
Crypto Control Officer 1 (none )’
Crypto Aide 1 (none)
Telotype Qperators 3 (none)
Code Clerks 3 {none)
Needed immediately‘ |
Redio Qfficer 1 (none )
Ass't Radio Officer 1 (none )
Crypto Control Officer 7 1 (none)
Crypto Alde - 1 (nione )
Code Clerk 1 (4)
Operator Technicians 3 (nione )
Needed immediately | | .
Crypto Officer 1 (none )
Needed imnedistelyl | :
Radio Officer 1 (none) =
Code Clerk 1 (1) :
Operator Technician 1 (1) :
7. iddle Bast ("MECA") ‘ : : -
Reorientation[:::::::::}will require soms additional
personnel because a saving is now effected by having -
the base at a heavy traffic station] | Also
the present serious need for & deputy to the Radio -
officer will become acute at the time of a transfer
of the base.
Radio Officer 1 (1)
Deputy to OIC MECA -
Operator Technicians 9 (10 plus 2
Needed, in excess of what ersonnel can blocked for
be transferred from[::::::%:}to operate | wnich :
and maintain transmitters and receivers. should be ’
’ transferred - -

' ’°°$ .
Clerk ; 1 1

TOTAL ADDITIOFAL OVERSEAS SLOTS O BE FILLED IN 1949: 92

i

(RVERE 13T T
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8. ‘ashington Departmental , .

see A sbove for persomnel selection. Quantities -
repeated here:

A I

Addtl. No. TFPresent

Required T/0
Officers 3 (none)
Clerk 1 (none) )
Weeded at once to establish broadcast trense ,
mitter progrem, specifically to process and F
cortrol protective traffic (trensmitter to -
remain on air 8 hours per day):
Traffic Protective Officers - 2 ~ (none)
Crypto Aides , : 4 (nons )
B .
Teeded at once for all types radio training,
i.60 basic (uncleared), advenced, and intel=- -
ligence, covert, surveillance, sund sound:
Radioc Training Officers 6 (2)
Radio Treining Technicien . 1 (1)
For planning and administretion of radio nets:
Officers . 1 (2)
This frees a training slot, now -
occupled by an officer occupled :
im net administration end mein-
tenance
Technicians ’ ‘ 2 (none)

Assisting ebove officer

Tixed Station Engineering

(2 « 2 blocked)

»

Planning Engineers
Accelerste plemning U. S. base
station, survey and plen all new
oversess stations and flying
bases (plans must be completed
for eight base statlons ime
mediately whether or not it’ L
develops theat it 1s necessary ' -
to build all of these =

Secretar;~5teno | (1)

QPN

i
TN EEER I

)

ET K R
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Inspection Unit

| Desides the routine inspection of received equipment:
4o insure that it meets contract terms in quality,
quantity, snd specifications; the iunspection of
| sovert equipment, much of which cannot be supple-
mented, and of unit stations packaged for immediete
crergency use, requires the most pairsteking and ,
ski1iful inspections This is far more ey -Ting :
work then any corresponding work in the Luavy, Army, -
or Air Corps, becaugs of the enormously greater
variety~-to-gquantity retio , and the great number

of irregular or "tailor-made™ shipments: Add'l. Yo. -Present
~ Required T/0
Radio Engineers ' 3 (2)
Engineering Aides . ; 6 (%)
Clerk-Typist : : ' I | (none ) -

Pase Installation and Meintenance =

Implementation of construction according to plans,
end engineering responsibility for all major snd
general meintenance, and for test operation. Three
such congtruction and maintenence crewg required.
(tne crew allocated on present T/0): s

Radio Engineers : 12 (5)
Engineering Aides - 2 (2)
Diesel Engineers 2 (1)

De#elopment Unit

_ Ooutstanding urgencies are dewign, supervision of
| production of 15 special radio units for agent

! use and small base station use, all for peculiar -
| . CIA functions for which no military or commercial

equipment exists. This work is underway, desigus

having been completed on 4 of the 15 units, but _
the program must be accelerated:

| Radio Eagineers 2 (9)
‘ Engineering Draftsmen , 2 (1)
| Administrative Assistant (1)

Clerk _ ‘ (1 blocked)

oo n‘lwr'rmimw
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Roquired
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T/0

ire and Crypbographic Machines

Present personnel fully occupied in meeting
ceneral CIA requirements. Needed for pre-
paretion and shipment of wire and crypto
devices overseas for new 030 requirecments:

[

Enginesrs ‘
Engineering Aides 3
Clerk

Office of Chief, Bngineering Secition

Imgineers
Secretary

Cryptography -~ Development of Cryptographic Systems

Required for development and testing of new
systems and adaptation for miscellaneous foreign
lenguezes. Requires detailed working with lin-
guists to insure systems will meet requirements
of language and exhaustive study of proposed
system to determine and eliminate weaknesses,

nd possible points of enemy attacke Closely
coordinated with Army Security Agency:

officers
Addes

[ el V]

Traffic snd Physicel Security Group

Required to insure communications security of
expending CIA electricel communications:

Officers 2
Aldes 1

Crypto Meteriel, Traffic, and Facilities

TOTAL ADDITIONAL DEFPARTMENTAL

Required to meet ever increasing cryptovraphic
needs of CIA:

Officer .

Aides

Instruction

Bssential to train increasing persomnnel:

Officers

=W

L 75
S WLy Ay geege -

", \w

~~,

i"’sm\w?m % fam 5{

(none)
(none)
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! ¢, PSRSONNEL 1950~1951

25X1 The 1949 Persomnel Program calis for buiiding up the present
hace and for e skeleton crew at one emergency base outside the Buropean
denger zone. 1t makes no provision for any of the other three stations
‘which we should heve in une western lediterranean and Atlantic. it
colls for a movement of the iiddle Eastern hase from politically insecure
25X1 | | but makes no provision for putting the iddle Eastern
\ et in shape to meet any emergency. It provides only for the initial
| coordinetcing end training steps in unoccupied Western Eurcpe. It mekes
provision only for the salvage and reorientation of existing Fer Dastern

25X1 operations plus a token recognition of the new demands | \
‘ but mekes no provision for building up a sound Far Fastern Communicetions
Systems In short, it partially meets the demends represented as "Irmediate”
in the COPS memorsndum of 8 November 1948, and ignores the COP3 needs listed
as "Pending"™ end "Future". Therefore, in 1950~1951, we need:
. ; 44411 o, Fresent -
1, To put Middle Eastern Net on an' emorgency basis o Required T/0
with possible wé-hour service from the bass -
station, and relief operators for out stations:
Operstor Technicians 11 (none)
. Crypto Aldse 1 (none)
25X1 Ze ‘Base
Radio Officer 1 (none)
Crypto Officer 1 (nons)

; These officers willbe needed both in Europe end Africs
f os orgenizers end in Washington as troining officers.
5 Before an emergency occurs, they would be used vhere
i : most gravely needed. Uponm ananergency, the Radio
5 officer would either teke command of the radio station
25X1 | | or relieve a Buropean radioofficer

| who would teke thaet commend. The crypto officer

: would be stationed at the headquarters serviced by
25X1 the | |radio base.

%e Radio Pool

Each completely trained CIA radio operator-techniclian
has skills covering the equivalent of six military
classifications:

hizh speed manual operator

hnigh speed machine operator

radio maintenance

T7Y end RITY maintenance

‘high speed erypbography, and also when possible,
special cryptography '

(8) gasoline and Diesel engine maintenance.’ o

PN N TN TN TN
U1 o O b b=t
S N Nttt N

LS

S . e
LA ¥

Vi e s
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In addition to this, those showing aptitude are siven
spaclal courses in radio intelligence, and in general
ingelligence and administration. In practice, it is ime
possible to find men with more than two to four of these
skilla. Therefore, completely trained men are rare, and
nearly every employee needs from six months to two years
cdditional training.

4 pool of proven trustworthy and able personnel can
zccemplish the double purpose of an advanced training
school and a safety supply for an emergency. Therefore,
it is proposed, insofar as possible, to keep all emergency
basss dowl Yo the lowest possible skelston staffs, end to
vack them up by the personnel in the Pool or advanced
training school. : '

Technical considerations call for a total of five
basss on the periphera of Europe, ard politicsl and
sirategic considerations for two additional large bases
so packaged or mounted as to be immediately transportable,
with personnel, by air end put into immediaste opsration.
Of these seven, two are accounted for under Middle Fasbt
and the provisions for the main| | base.,
Counting on soms one of the remaining bases not being
activated, we need to provide persomnel for four addi-
tional bases. Counting e skeleton crew at the fixed
bases as 11 and for the flying bases as 10, we arrive at:

AdAY] -No. Present

Pool :
Operator Technicians for skelston
crows at 4 bases on periphera of
Burope ‘ 42

Note: For a measuring stick, an Army or Navy T/0
for & base station of the kind we plan| |
would be between 80 end 120 operstors and technicians,
or en overall total of betweeq pgainst our
\stations. We have reduced our figure by
the foliowing processss:

(L} Assuming & top T/0 for each large station of
42 carefully selected men who do double or treble
duties, such as trebling on recelver-maintenance,
transmitter-maintenance, and engine meintenancs.

{2) Assuming a transfer of some of the 29 assigned
to the[:::::i]base, ard in dire emergency, & trans-
fer from South America.

RS
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{3) Assuming that some of these stations will remain
smnll, and that not more than one will reach full size
orior to the effectiveness of an emergency (Wartime)
recruiting program.

(4) Assuming that, if it is possible to build all
five fixcd stations, at least one of the air-trans-
portable stations will not be needed at the outset
of an emergencye.

(5) Assuming an early, heavy mortality of stey-
behind operations which will reduce the load before
the increasse due to a state of wear has become severe.

(6) Assuming en end to the 40 hour week restriction
upon the begimning of an emergency. ”
J ‘

Signal Center Reserves

The Signel Center is slightly more easily stocked in an

emergency. Therefore, it calls for a pool consisting

of two groups specifically earmarked for each of two

of the seven possible basos, and mokes provision for

oither of these bases becoming very large, for the-

other five bases, and for other unforseen contingen- ‘

cies, with a third, or unspecified pool: Add'YclWoo Present
Required T/b

Main . Base ‘
Signal Center Officers 3 (none)
Clerks 27 (none)

Second Base for DBurope
Signal Center Officers 3 (none)
Clerks ' 27 (none )

Unspecified Pool
Clerks 49 (none)

The Signal Center having made no immediate provisioen
£or the Northern Mediterranesn or for unoccupied
Wostern Europe, also adds to its pool:

Clerks - 5 (nons )

(none

HRTIRIAT T v

1
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Go Far Zast

oss Attachment D on Far Bast. FPlens include re-
25X1 crientetion on a base\ and a

very exteunsive development in Southeastern Asieae
Tn order not to repeat our present deplorably

inadequate performance in the Tar Zast, we Add 'l No.Present
| . should recruit for the Far East: Required T/0
Radio Officers 4 (none )
Crypto Control Officers 2 (none)
Signel Center Officers 4 (none)
Operator Technicilans 47 (nons)
Code Clerks 62 (none)
25X1 8. Training, Briefing, and Coordinatimn[:::::::::]
25X1 B . '
Operations sre actually being mounted now in these
" countries. Required:
25X1 ]
Radio Officer 1 (none)
Crypto Officer 1 (none}
: (also serving Greece)
25X1
' Radio Officer 1 (none)
Technician 1 {none)
These two msn are supposed to handle '
_ all planning, coordination, briefing,
: training, as well as & monitoring
! program. The figures are put down
; here under the agsumption that emer=
| gency help may be obtalned from MECA
i or Tripoli. , :
25X1 7. Additional Crypto Comtrol Support
|
L Cryptographic Control Officer 1 (none)
| . Crypto Aide 1 {none)
25X1 8., Crypto Control
Crypto Alds 1 (none)
POTAL ADDITIONAL OVERSEAS - 1950-1951 301
9 Washingbon Departmental _ .
Manufécturing Jection
25X1 Careful investigation of[::::::]equipmﬁntvaévaﬁﬁpges

during the World Wapﬁlp,qgﬁghéished that wgiwsns'

SO ]
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‘suffering from a severe disadvaniage resulting

from cur practice of farming out small contracts

o commercial factories who could not be made to

urderstand our needs without grave security

hrsashes, snd elso resulting in a multiplieity

udels which pleced en unreasonsble burden

o our field officers responsible for training

and preparing foreizn language instructions, It

has, therefors, been recoganized by everyone that

we should underteke some of our own manufactur=

ing which we can do at less cost to the Goverh-

ment since commercisl firms charge exorbitantly

on small orderss Addtl.Noe. Pregent
Required T/0

Engineers J 4 (none)
Engineering Aldes 4 {none)
Machinists 4 (nonse)
llechinists Aldes 2 (none)
Clerk 1 (none)

Operations Staff

Fstimates for 1949 call only for filling ime

nedistely urgeunt officer slots in training and

solection of personnel and radio net adminigtra-

tions Cleriesl help, which does not have to have

special qualifications, are not listed under

urgent, but are listed below, together with

additional technical help:
Radio Technicieans 16 (2)
Clerks 15 (3)

Tashington Base Radio Station

Present T/b is considered adsquate if one officer

is added to make it possible to secure proper

administrative persomnel for both receiver and

transnitter station.
officer : 1 (1)

4 Wb I

. ) Sanitized Copy Approved for Release 2010/0é/17 X CIA-RDF'>.84'-"00499R000800070030-9

gt o e ) i oW A b

ey



25§<1

-

+

Sanltlzed Copy Approved for Release 2010/08/17 CIA- RDP84 0%99R000800070030 -9
\ 4

Cryptography

Signal Security Control Section, Office of Chief

To provide necessary additional staff to handle Add*1 No, Present

inereased workload: Required T/0
Officers _ 2 (2)
Aide 1 (3)
0 fficers 7 2 {none)
Aides y ' 4 (none)

¥

Cryptogrephic and Signal Security_Tra§ning:
officers . ' ) (none)

Procurement, Distribution, and Accounting for
Ciphers,and Traffic Statisticss:

Officers _ ' 5 (noneg
Aldes 8 (none

Signal Center, Washingbon

To handle véry much inecreased Washington traffic
and to provide security segregation for QS0
treffic:

Cfficers

Typists

ndit o‘“s

Codo Clerks : 1
feletype operabors

Traffic Control (Clerks

(74 & 11
blocked)

GO DD

TOTAL ADDITIONAL DEPARTMENTAL - 1950-1951 115

AN By i £ e,y

Lt oy . 7 i

I3
.S
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HOTE: The above listing does not includs all present Conmuni=-

\ cations activities and persomnel. 4. reflects only those for =
! which increases are required, The total of the figures in
perenthesis will therefore not balence with the total of 314
stated in the text. ' '

[IERE

i JUAL:

W e
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v,  ATCRILL AND FACTILITILS REQUIRELIENIS

1, Ixpenditures for Equipment (1949-19651)

411 receivers and LransmitlterS.eeesecescceseeseod,313,000,00
Mive radic stations, Class A, @5313,6004cc000e 1,568,000,00
140 radio stations, Classes BsC,Deesesssssesse 171,000,00
Special Containers and Alr packaging B

for classes ByCsDevesencescscocssne 65,000,00

Special Containers for two large flying bases :
B plus installationse.ees  325,000,00
S ' 87,542, 000,00

Less equipment on hand and
useable Lor same PUrPOSGSessscessees 835, 900,00

GRAND TOTALeveesoeehf,806,100,00

2. Lease of Commercis. Transmittemw
5 lease of commercial Transmitter and
i i\.Gy.LIl‘:" lin GS--onaococucuoo-'-oo.oocq.u..oco i‘ﬁz,&ooooo
(per month)

3. TIraining Area

A training area capable of handling 75 students w1th
segregation of Clearsd and Uncleared Personnel.

25X1

‘ Assistant Deputy
N Special Operations

ATTACHMENTS A ‘

O Qw

1

ES '«»'«ZVYJ AJ&L
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8 November 1948

SO AT

- TO: Chief, CQQ0.

SUBJECT: Estinmate of Operations Requirements for Communications.

1. The attached revresents a fair estimate of present and
nrojected Operations commitnents and the CAMMO requirements that
they entail. o

2. Operational vrograms are grouped in order of relatilve
oriority vnder three classes of urgency: Immedlate, Pending, and
Tubure Projects. All programs listed have been discussed in detail
with CO2M0 officers either directly or in the course of a series of
neetings held recently with the varilous Forelgm Branches.

3.  Other Operations requirements relevant to COMMO, such as
electrical surveillance, equipment for suprort stations, and research

and development, are not :mcluqed in this paper. They will be covered

in subsequent studies.

Abtachnent

Letimate of Cpers.
Reamts, for Conmu-
nications.

P e e
-..J.,.ba Yes w0
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25X1
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25X1
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Zroonzgion of OG0 _facilities ‘

L. Agent circuits.

a. Preparation and handling of froﬂ agent circuits.

~

(1) Training and preparation of agent personnel.
(2) Traffic handling. '

b, Tarsget areas:

P e T N
NN
e N o

2. Stay-behind¥ circuits.

a. iraininv of personnel and preparation of operating plans.,

b.
(1) Up to to be prepared.
(2) Personnel for 3 circuits now in training.
(3) To operate into COE'ﬂv‘lO‘

.

da

3. Incresse in staff communications® traffic.

rergency. GO0 Base outslde Furove.

One base to be established initially.

a. For use in case COMMO base(4444444444]becomes inoperative..
b. Location in‘ Frea recommended.,

2. Sa1Va * plenning for active cireuits.

*Definitions:

1. Selvace - Reorientation of existing intelligence circuit to work into
emergency base, in case the base with which it is in contact becomes inoperative.

3. Shall comruni.catior
acent traffic. J.wﬁ

o g o pe
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25X1 T,
D. FTield survey of North-Dast Asis.
: Il H
§ 1. Survey of cormunications requirements at stations in North-Tast Asia:
| . =
25X1 S
5 b.
. Cs
i
| .
! 2+ Tirst-hand appraisal of technical communications requirements of:
| a. Operational plans in srea.
25X1 b. Ivacuation and Salvage plans
3. Preparation for coordinated COMMO organization throughout North-East
Asia,
25X1 4o Appointment of chief COMIO officer‘
25X1 Z. Clendesbine Operations Basel __ |
1. GCOMMO requirements for the Base.
2. Selection of COMMO personnel for training and operating purposes.
L. '"Blind" Broasdeast Trensmitter to Zurope.
l. ZDstablishment of transmitter 3In U.S. to broadcast continuous "blind®
signals to Zurope:
3 a. 7To establish permanent CIA transmitter for ultimate use in
i activating ggent circuits.
b. For testing effectiveness of U.5.~to~Furope communications.,
25X1 ' ¢. Tor morsle purposes,
2. FPreparation for two-way clandestine communications.
S : e
a. lMessages to agents from the U.S. by the "blind" station.
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tshment of Hain COMO organization for Far Fast.

in CCiT0 Base

for agent communications throughout -

4..

1) YNorth~Zast Asi
2) South China und Lulaya.
3) etherlands Fast Indies.

4

Base for stockpiling CAMO equipment.

Tast CAMO organization.

Headquarters at Main Base‘

Other bases -
(1)
(2)
(3)

Divigion of agent traffic responsibilities hetween Main Base and
other bases.

Coordination of staff communicatlons traffic,

Adequate facilities for agent training and preparsition.
X g g

0, bperationk:

1. Joint project

Cow

Establishment of adequate communications for Counter-Intelligence
Corps.

C. Operations

© “'4. Expansion of staff communications

facilities,

1. Communications officer‘ |

D

-

- 7o train[Tf]staff personnel.
b. Yo superviee training snd preparation of agents,

2 Establishment of internal communications for Directorate.

.._')..

e R Y
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I, C. 3. Preparction of agent onerations into target arecas.

2. FPlenning communications vrocedure.

n

Els:

25X1 b. Base station
25X1
25X1 2. _ Overationg
Training and prepavation of vossible agents and radio operators to be
25X1 Aok
|
251 3. _operations witd |
25X1 1. Technical coordination of communications plans
25X1 [ ]
25X1
! P, Alternate Imergency CQRMO Base outside Eurotoe.,.
-7
: 1. Preveration of azlternate base se’aarate from principal CCHMO base
recormended in I, B aboves
25X1 a. To handle non-U.S. agent circuits |
nature in interim nerlod imnedilately Tollowing outbreak oI Cmer=—
gency conditions.
De Unlike principal COMHO base,. to be available to non-U.3. technical
personnel.
_ 2. This base is to be used wntil separate equipment can be provided for
the individual forcrl gn intelligence service which will regquire them.
25X1 G. Fnergency Planning| |
1. Coordination of signal and overating plens.
25X1 2+ ZPrevaration for comr\unlcatlon‘
25X1 3. Development of plans for up to]
25K |
H.__Feorientation of Middle Bast Commmicstions (MECA).
|
25X1 l. Alternate, geograpnically more secure, base 1oca'bion‘
| 2o alleviation of persomnel shortage.
j TIT. FUTURE PROJECTS,
25X1

~h= U
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25X1
25X1

25X1
25X1

25X1
25X1

25X1

25X1

25X1
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Tixh further deterioration of the situation | Moy

B perations. rossibly cooperative
arrangenents will be negotiated with vho have war-vine

troined radio operators, also equipment.

. Imergency staff communicatlons base

I._ _Develorment

2
b. Fianning still tentative. T
R v
Jommunications |
1. Suoport 'to‘ ‘ in organizing commmications

2., Training of personnel and coordination of plansg.

23ditional Communications Bases:

1. ‘

2. 7o é:ovér ¥iddle ast, Dalkans, Black Sea area.

b. For -pre-hostilities as well as war use.
2. ‘

Auxiliary base for Europeaﬁ circuits and agent operations.
3. B

fuxiliary war-time base for Buropean agent circuits.

~5- P
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25X1  ZLIL La Forward bose
i - C,,.A,,.,,,.,.:..: e 4 [ P
e TOTaeLonsS vo ualgeu axrea.

-y

2o Staff commumications voint.

. Inver-station emergency cormumnications in Southeast Asia.

+s  To commect the following stations:

25X1

(3

o

-t

[

o

[#]
* o e

@

he]

, ’a
5
R
! ' Larle . 0

! ‘ -
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~ ATTACIDTNT B
PRACTICAL CALLIDAR

TORINTING DATE DESCRIPTICH
Decuiber, 1048 Set up recruiting principles, pro-

cedures, and machinery, and remove
processing botilenecks. Required
in COMM0O - 3 slotss

| January, 1949 Recruiting for IIREDIATE only, for
both Qverseas end Washington support,

‘ end establishment of slots (to insure

| flexibility for both IMMEDIATE and

i " PENDING. ) :

Jenuary, 1942 Survey Africen base sites. 1f further
favorable snswers sre received from

it will slso be necessary Lo survey
1 - : this site.

Jonuary, 1949 Stockpiling of materiel for TMAEDIATE,

| PaNDING, snd FUIURE, which cen be both

’ more efficient end more economical if
subhorized en masse on a basis of three
yearst needs, or to an extent sufficient
to provide skelebon materiel for the

| first six months of hostilities. Under '

FUTURE, however, no materisl should be
! stockpiled which is likely to become
! obsolete within ten years.

Webruary, 1949 Blind C¥ broedcast transmitter %o
meintain one-way commmications with,
and thus control over, egents in case

‘ of the severance of other snd non-

} cloctrical communications, prior to
25X1 building of| | and Atlentic
basese

| ﬁuﬁs@ 1949 Trein base station cperatorse. Con-
25X1 L gtruct one or more flying bases.
Construct one base.

25X1

COMPLETION DATE

December, 1948

June, 1949

January, 1949

January, 1952

. February, 1940

- Decenber, 1949

Decenber, 1949
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BEGINTING DATHE

Juneg, 1549

Januery, 1950
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DESCRIFTION : COMPLETION DATE

Packeging stockpiled equipment for
small stations, etce December, 1949

First significent scceleration of
training, briefing, and coordinating
ectivities oversesas. . Decomber, 1949

Dispatch of persomnel according to
priorities as they then appear. June, 1980

GONCLUSTON: Acocording to this progrem, most IMMEDIATE demands can be
reesonably well met by June, 1950, The most significant dete is, how=-
ever, June 1945, when on the basis of personmel on hand for training,

| commitments could beglirn.
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